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Abstract. The convergence of Operational Technology (OT) and traditional IT
networks has exposed critical infrastructure facilities to sophisticated cyber
threats that standard forensic methodologies fail to address effectively. Legacy
industrial control systems (ICS), characterized by proprietary protocols, high
availability requirements, and severe resource constraints, cannot support the in-
vasive data acquisition techniques used in corporate IT environments. This paper
presents the Adaptive Forensic and Response Framework (AFRF), a novel, tool-
centric approach designed specifically for SCADA and ICS environments. By
integrating open-source industry-standard tools— specifically Zeek for passive
network monitoring, OSQuery for endpoint telemetry, and Volatility for memory
forensics—into a unified, context-aware architecture, we demonstrate a method-
ology that dynamically adjusts data collection fidelity based on real-time threat
levels. Our research proposes a custom “Forensic Governor” module that orches-
trates these tools to minimize operational disruption while ensuring the preserva-
tion of legally admissible evidence. We validate this framework through a real-
istic testbed simulation involving Modbus TCP manipulation and ransomware
attacks. Experimental results indicate that our adaptive configuration of Zeek and
OSQuery reduces forensic data storage requirements by 95% and CPU overhead
on critical PLCs by 40% compared to static full-packet capture methods, while
successfully preserving 92% of critical attack artifacts..

Keywords: Critical Infrastructure Protection, Digital Forensics, Incident Re-
sponse, SCADA Security, Zeek, OSQuery, Industrial Control Systems, Adaptive
Forensics.

1 Introduction

The security landscape of critical infrastructure—encompassing power grids, water
treatment facilities, oil pipelines, and transportation networks—has undergone a para-
digm shift over the last decade [1]. Historically, these systems were protected by “air
gaps,” security through obscurity, and the sheer uniqueness of their proprietary proto-
cols. However, the relentless drive for modernization, often termed Industry 4.0, has
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shattered these barriers. Modern Industrial Control Systems (ICS) are now increasingly
interconnected with enterprise IT networks and the internet to facilitate remote moni-
toring, predictive maintenance, and operational efficiency. This connectivity, while
beneficial for productivity, has introduced a vast, largely undefended attack surface
previously unknown to Operational Technology (OT) environments.

The consequences of this convergence have been brutally demonstrated in recent
years. The attack on the Ukrainian power grid in 2015, the first confirmed hack to take
down a power grid, was a wake-up call that kinetic effects could be achieved purely
through digital means. Adversaries utilized BlackEnergy malware to gain a foothold,
harvested credentials, and then manually operated the HMI

(Human Machine Interface) to open breakers, leaving over 230,000 residents with-
out power. Crucially, the attackers also conducted a “killdisk” wiper attack to erase
forensic evidence and delay restoration. This incident highlighted a terrifying reality:
adversaries are not just stealing data; they are studying the physics of the grid to cause
maximum disruption.

The intricacies of the Stuxnet worm, discovered in 2010, remain a seminal case study
in precision engineering of malware for kinetic effect. Unlike typical malware that
spreads indiscriminately, Stuxnet was a guided missile. It specifically targeted Siemens
Step7 software controlling programmable logic controllers (PLCs). The infection chain
was meticulous: utilizing four zero-day vulnerabilities, it propagated through the net-
work via USB drives and network shares. Once it identified the target PLCs—specifi-
cally those controlling frequency converter drives operating at very specific frequencies
(807 Hz to 1210 Hz)—it intercepted the legitimate code blocks and injected its own
malicious logic. The worm then varied the frequency of the centrifuges, causing them
to spin wildly out of control while simultaneously replaying “normal” sensor data to
the HMI, effectively blinding the operators. This “Man-in-the-Middle” attack at the
logic level demonstrated a terrifying capability: the ability to cause physical destruction
while the monitoring systems reported “all green.”

Similarly, the 2017 Triton/Trisis attack on a petrochemical facility in Saudi Arabia
targeted the Safety Instrumented System (SIS)—the last line of defense preventing cat-
astrophic explosions. The malware was designed to reprogram the Triconex safety con-
trollers. The implication was clear: the attacker intended to disable the safety locks and
then presumably trigger a physical disaster. More recently, the Colonial Pipeline ran-
somware incident in 2021 demonstrated how even an attack on the IT billing infrastruc-
ture could force the shutdown of OT operations due to the inability to segregate net-
works confidently, leading to fuel shortages across the US East Coast.

The incident at the Oldsmar water treatment facility in Florida in 2021 highlighted a
different, albeit equally alarming, vector: remote access abuse. An attacker gained ac-
cess to the SCADA system via TeamViewer, likely through shared credentials. The
operator watched in real-time as the cursor moved across the screen, accessed the chem-
ical controls, and increased the concentration of sodium hydroxide (lye) from 100 parts
per million to 11,100 ppm—a lethal dose. While the operator immediately reversed the
change, the ease with which a critical life-safety parameter could be manipulated via a
simple remote desktop tool underscored the fragility of modern ICS defenses.



Our personal observations from extensive fieldwork in regional substations paint a
concerning picture. We frequently encountered operators who, driven by the absolute
mandate of “five nines” availability (99.999%), deliberately disabled security controls.
In one facility, we found that logging on the HMI was disabled because the antivirus
scan caused a 500ms lag in screen refresh rates—a delay deemed unacceptable during
switching operations. This conflict between operational continuity and security visibil-
ity is the central tension of ICS defense. Standard IT forensic tools are invasive; running
a full disk image or a heavy memory dump can crash a legacy PLC running on a 20-
year-old RTOS (Real-Time Operating System).

This paper addresses this specific gap by proposing the Adaptive Forensic and Re-
sponse Framework (AFRF). Unlike “one-size-fits-all” commercial solutions that often
act as black boxes, our framework is built on transparent, open-source tools—Zeek,
OSQuery, and ELK—orchestrated by a novel logic engine. We introduce the concept
of “Variable Fidelity Forensics,” where the depth of data acquisition is not static but
governed by a real-time threat score. This allows the system to remain dormant and
lightweight during normal operations but instantaneously escalate to full forensic cap-
ture when an anomaly is detected.

2 Background on ICS/SCADA Security Architecture

To understand the constraints of forensic investigation in critical infrastructure, one
must first appreciate the Purdue Model of ICS architecture [4]. This hierarchical model
is the standard reference for industrial network segmentation.

2.1 The Purdue Reference Model Detailed

Level 4/5 (Enterprise Zone): This is the standard IT network where business planning,
email, and ERP systems reside. It faces the internet and is the most common entry point
for attackers via phishing. Security here is mature, relying on standard IT practices.
Level 3.5 (DMZ): The Demilitarized Zone is critical for security. It should contain
jump hosts, historians, and patch servers. No traffic should traverse directly from Level
4 to Level 3; it must terminate here. In practice, we often see this rule violated for
convenience. This is where IT meets OT, and where forensic visibility often ends.
Level 3 (Operations Management): This layer contains the Master Servers, HMIs,
and Engineering Workstations. It is the “brain” of the SCADA system. Forensics here
is similar to IT forensics (Windows/Linux analysis) but with stricter uptime require-
ments. Systems here manage production workflows and batch scheduling.

Level 2 (Supervisory Control): Here reside the local HMIs and supervisory controls
for specific plant areas. Latency becomes critical here. Operators monitor real-time pro-
cesses on screens that must update instantly. A forensic agent causing even minor la-
tency here can lead to operational errors.

Level 1 (Basic Control): This is the realm of PLCs (Programmable Logic Controllers)
and RTUs (Remote Terminal Units). These are ruggedized embedded computers that
interface directly with physical sensors and actuators. They often run proprietary



firmware or RTOS (e.g., VxWorks, QNX). Forensic acquisition here is extremely dif-
ficult as these devices rarely support standard agents. They operate in milliseconds (ms)
or microseconds (us).

Level 0 (Process): The physical sensors, pumps, motors, and valves. These are dumb
devices controlled by Level 1. Compromising Level 1 allows direct manipulation of
Level 0, causing physical damage.

2.2 Industrial Protocols and Packet Structures

Communication in Levels 0-2 relies on industrial protocols designed decades ago, pri-
oritizing determinism over security.

Modbus TCP: The de facto standard [1]. It is a master-slave protocol. A typical packet
consists of a Transaction ID, Protocol ID, Length, Unit ID, Function Code, and Data.
Crucially, it lacks authentication. Any device that can reach port 502 can send a “Write
Single Register” command to a PLC. The lack of encryption means all payloads are
visible on the wire, but also easily spoofed.

DNP3 (Distributed Network Protocol): Common in power utilities. It supports unso-
licited responses and time-stamping, which makes forensic timelines easier to recon-
struct, but implementation complexity often leads to buffer overflow vulnerabilities.
DNP3 over TCP/IP encapsulates the serial DNP3 frame within a TCP packet, inheriting
TCP’s vulnerabilities while adding its own application-layer complexities.

IEC 61850: Used in modern substation automation. It uses complex object-oriented
data models (GOOSE messages) for high-speed peer-to-peer communication between
relays. Forensically parsing GOOSE messages is challenging due to their high fre-
quency (multicast traffic). GOOSE messages must be delivered within 4ms for trip sig-
nals, meaning any inline security appliance adds unacceptable latency.

S7comm / S7comm Plus: Proprietary protocols used by Siemens. While S7comm was
clear-text, the newer S7comm Plus uses encryption and anti-replay mechanisms, which,
while good for security, creates a “forensic blackout” for passive network monitors
unless keys are managed properly. Reverse-engineering these protocols remains a sig-
nificant challenge for the security research community.

Table 4. Detailed Comparison of Industrial Protocols.

Pro- Layer Authentication  Encryption Integrity Typical
tocol  (OSD) Check Port

Mod-  Appli- None None None (TCP 502
bus TCP cation checksum only)

DNP  Appli- Secure ~ Auth None (unless CRC 20000
3 cation (Optional) TLS)

IEC Appli- Optional Optional None 102
61850 cation (ACSE) (TLS)
(MMS)

Ether  Appli- CIP  Security CIP Security CRC 44818

Net/IP cation (Optional) (TLS)



3 Gap Analysis of Existing Forensic Methodologies

The field of ICS forensics has evolved from theoretical taxonomies to more practical
implementations, yet significant gaps remain. Our analysis of the current state-of-the-
art reveals six primary deficiencies that leave critical infrastructure vulnerable.

3.1 The “Post-Mortem” Bias

Early work by Ahmed et al. [1] provided foundational insights into SCADA forensics,
correctly identifying the lack of standard logging on embedded devices as a primary
hurdle. However, their proposed solutions focused largely on post-mortem analysis—
extracting data from a device affer an incident has occurred. In the context of APTs
(Advanced Persistent Threats) like Triton or Industroyer, which may dwell in a network
for months conducting reconnaissance, post-mortem analysis is often too late. The
physical damage—a burnt-out transformer or a spoiled chemical batch—has already
occurred.

3.2 Network vs. Host Disconnect

Bridging the gap between network and host forensics remains a persistent challenge
[3]. Most organizations run separate SIEMs for IT and OT. Correlation is manual: an
analyst sees a network alert, then has to walk to a console to check the host logs. Our
research aims to automate this bridge. By using Zeek as a network trigger to drive OS-
Query on the host, we create a closed-loop system. Current commercial tools often silos
these data streams.

3.3 The SDN Limitation

The Researchers have explored the use of Software-Defined Networking (SDN) for
forensic acquisition [2]. While promising, SDN requires a complete overhaul of the
network infrastructure—replacing switches

and routers with programmable controllers. In the conservative world of industrial en-
gineering, where equipment lifecycles are measured in decades, asking an operator to
“rip and replace” their network fabric for security purposes is often a non-starter. Our
approach avoids this by layering on top of existing infrastructure using passive taps

3.4  System Commercial “Black Boxes”

A Solutions like Nozomi Networks or Dragos Platform have made great strides in vis-
ibility. They excel at passive asset discovery. However, they are typically “black
boxes.” An analyst cannot easily tweak the detection logic or write a custom parser for
a proprietary vendor protocol without vendor intervention. Furthermore, they primarily
focus on the network layer. If an attacker uses a USB drive to cross the air gap, a



network sensor is blind. The cost of these solutions also puts them out of reach for
smaller municipal utilities.

Table 6. Gap Analysis of Current Methodologies vs. AFRF.

Methodology Primary Resource Im- Adapt-
Limitation pact ability
Full Packet Capture Storage High (Net- None
(PCAP) Exhaustionwork/Disk) (Always
(TB/day) On)
Standard EDR Risk of High Low
(CrowdStrike, etc.) crashing (CPU/RAM) (Cloud-
legacy depend-
OS/PLC ent)
Network IDS (Snort/Suri-  Signa- Medium Low
cata) ture-based (Static
(misses Rules)
zero-days)
Manual Log Analysis Too Low  (Sys- N/A

slow; dis-tem) / High (Hu-
jointed  man)

data

AFRF (Proposed) Com- Dynamic High
plex initial(Low to High) (Context-
configura- Aware)
tion

4 Proposed Hybrid Forensic Framework (AFRF)

We propose the Adaptive Forensic and Response Framework (AFRF), a modular
architecture designed to balance visibility with operational continuity. The framework
operates on the principle that forensic data collection should be proportional to the cur-
rent threat level. It is not merely a collection of tools, but a cohesive system where each
component is aware of the system’s overall state.

4.1 Architecture Overview

The architecture consists of three primary layers: the Sensing Layer, the Decision
Layer, and the Action Layer.



1. Sensing Layer (Distributed Agents): This layer is composed of passive network sen-
sors (Zeek) and lightweight host agents (OSQuery). These sensors operate in a “low-
fidelity” mode by default. In this mode, Zeek generates connection summaries
(conn.log) but does not extract files or log full HTTP/Modbus bodies. OSQuery runs
scheduled queries once per hour rather than every minute. This minimizes the footprint
on the network and host CPU.

2. Decision Layer (The Forensic Governor): This is the core innovation. It utilizes a
custom-built “Forensic Governor” engine—a Python-based state machine that ingests
alerts from the Sensing Layer. It correlates these alerts against a threat intelligence feed
(MISP) and internal behavioral baselines. Based on this correlation, it calculates a dy-
namic “Threat Score” (TS).

3. Action Layer (Orchestration): This layer executes data acquisition commands based
on the TS. If the score crosses a pre-defined threshold, the Governor instructs the Sens-
ing Layer agents to switch to “high-fidelity” mode. This might involve Zeek starting
full PCAP recording for a specific IP address, or OSQuery capturing a snapshot of the
process table and open file handles every 10 seconds.

4.2  The “Forensic Governor” Logic and State Machine

The Governor operates as a finite state machine with three distinct states. We designed
this logic to mimic the escalation procedures of a human incident response team.
State 0: Normal Operation (TS < 30) Objective: Baseline monitoring with zero im-
pact.

Actions: Zeek logs connection headers only. OSQuery performs integrity checks on
static configuration files once daily. No active polling.

Metric: CPU usage must remain < 1%.

State 1: Suspicious Activity (30 < TS < 70) Objective: Context enrichment without
disruption.

Trigger: Anomaly detected (e.g., new IP address, unauthorized Modbus function code
43).

Actions: Zeek enables full protocol logging (modbus.log, dnp3.log). OSQuery polls
process lists every 60 seconds. Snapshot of ARP table.

Metric: CPU usage allowed up to 5%.

State 2: Incident Response (TS > 70) Objective: Full evidence preservation.

Trigger: High-confidence signature (e.g., known malware hash, critical safety parame-
ter change attempt).

Actions: Zeek triggers full PCAP for the affected flow. OSQuery initiates a YARA scan
of memory and queues a triage package collection. Volatility plugin triggered if
memory injection suspected.

Metric: CPU usage allowed up to 20% (Operational Override active).



# Forensic Governor Threat Score Calculation {Simplified) def
caleulate_threat scorefalert_vector,
asset_criticality): base_score = 0 # Weighting factors derived from MITRE ATT&CK for ICS weights = {
'NETWORK_SCAN': 10, 'NEW_CONNECTION': 15, 'MODBUS_WRITE': 40, 'FIRMWARE_UPDATE': 80,
'PLC_STOP':90 } base_score =
weights.get{alert_vector.type, 5) # Asset criticality multiplier (1.0 to 2.0) 4 A Safety Controller (SIS) has
higher criticality than a Historian final_score = base_score * asset_criticality # Decay function to lower score

over time if no new alerts final_score = apply_time_decay(final_score, alert_vector.timestamp) return
min(final_seore, 100)

4.3  Variable Fidelity Forensics

The concept of Variable Fidelity Forensics is our primary theoretical contribution. Tra-
ditional forensics treats data acquisition as binary: either you are recording or you are
not. We argue that data has “fidelity dimensions.” For network traffic, these dimensions
are: Metadata (who talked to whom), Protocol Data (what commands were sent), and
Content Data (full payload). For host data: State Snapshots (running processes), His-
torical Logs (event logs), and Memory/Disk Images. Our framework allows independ-
ent manipulation of these dimensions.

5 Tool Selection and Integration Methodology

The success of the AFRF relies on the careful selection of tools that are open, extensi-
ble, and stable. We avoided proprietary solutions to ensure that the framework remains
accessible to the wider research community and budget-limited infrastructure opera-
tors.

Table 6. Gap Analysis of Current Methodologies vs. AFRF.

Tool Role  ICS-Specific  Key Configuration

Justification
Zeek Net- Scriptable Loaded ‘policy/protocols/mod-
work  policy engine al-bus’, ‘policy/protocols/dnp3’;

Moni- lows parsing ofCustom scripts for function code
toring custom indus-whitelisting.
trial  protocols;
passive  nature
ensures zero la-
tency.
OS- End-  Lightweight ‘watchdog_level=high’ to kill
Query point agent; uses SQLagent if CPU > 5%; Scheduled
Teleme- syntax to queryqueries optimized for embedded
try (O] state; Windows/Linux.



minimal CPU
footprint com-
pared to heavy
EDRs.
Elastic  Data Scalable stor- Ingest pipelines filter ‘noise’
Stack Aggre- age for logs;logs; Index lifecycle management
gation Kibana  dash-(ILM) to handle retention on lim-
boards provideited storage.
real-time visual-
ization of pro-

cess data.
TheHi  Or- Case manage- Cortex analyzers configured to
ve chestra- ment platformparse Zeek logs and trigger OS-
tion that can triggerQuery remediation actions auto-
webhooks; inte-matically.
grates with
MISP for threat
intel.

5.1  Zeek Configuration for ICS

Standard Zeek installations are noisy and tuned for enterprise traffic (HTTP, DNS,
SMTP) [5]. For ICS, we stripped the configuration down to bare essentials. We disabled
standard protocol analyzers irrelevant to the environment and enabled the ICS frame-
works. However, we found that the default Modbus parser was insufficient —it logged
every transaction, creating massive logs.

We developed a custom Zeek script, "custom-modbus.zeek’, which implements a
“change-only” logging model for registers. It tracks the state of holding registers and
only logs a write event if the value actually changes. This reduced log volume by 60%
in our tests while maintaining forensic integrity for state-changing attacks.



# Custom Zeek Script for Modbus Change Detection module CustormModbus; export { # Track previous register values
global register state: table[addr, count] of count &write expire=lhr; } eventrmodbus write single register(c:
connection, is_orig: bool, func: ModbusHeaders::FunctionlD, address: count, value: count)
{# Define the key as
the destination IP + Register Address local key = eSidSresp_h; # Check if we have seen this register before if (
[key, address] in register_state ) {# If the value hasn't changed, suppress the log if ( register_state[key,
address] == value ) return; } # Update state and allow logging register state[key, address] = value; # Enrich the
standard log with "State Change Detected” note local message = fmitl"Modbus Register %d
changed to %d", address,
value); NOTICE([Snote=Modbus::State_Change, Smsg=message, Sconn=c]); }

5.2 OSQuery Deployment Strategy

On HMI stations (typically Windows 7/10 or Server 2012/2016 in legacy environ-
ments), OSQuery [6] is deployed as a service. A critical configuration is the In IT,
polling every second might be acceptable. In OT, polling high-frequency performance
counters can interrupt the HMI’s communication with the PLC. We configured OS-
Query to use differential logging—only recording changes in state.

We utilized OSQuery’s flexible query capabilities to create a suite of ICS-specific
checks. For example, we monitor for changes to the ‘hosts’ file, often used by malware
to redirect HMI traffic, and for the creation of new services that mimic legitimate
SCADA processes.

-- 0SQuery: Monitor for suspicious listening ports on ICS interfaces SELECT
Ip.port, Ip.protocol, p.name, p.pid,
p.path FROM listening_ports Ip JOIN processes p ON Ip.pid = p.pid WHERE Ip.port IN
(502, 102, 44818, 20000) --

Common ICS ports AND p.name NOT IN ('ModbusServer.exe', 'S7DOS.exe');
-- Allowlist

6. Implementation Details
The integration of these tools into a cohesive framework requires a “glue” layer [4].
We implemented the Forensic Governor using Python, acting as a middleware between

the Zeek logs (ingested via Filebeat) and the OSQuery management server (FleetDM).

6.1 The Orchestration Loop
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The system follows a strict event-driven architecture. When Zeek detects an anomaly
(e.g., the Modbus write event), it writes a specific tag to a JSON log file. Filebeat ships
this log to Logstash. A custom Logstash filter parses this tag and makes an API call to
the FleetDM server. FleetDM then pushes a “Live Query” to the specific OSQuery
agent on the target HMI

# Logstash Pipeline Configuration for Adaptive Response filter { if [event][module] ==
"zeek" and

[zeek][notice][note] == "Modbus::State_Change" { # Extract source IP of the
command

issuer grok { match => {
"[zeek][notice][msg]" => "from %{IP:attacker_ip}" } } # Trigger the API call to FleetDM
http {url =>
"https://fleetdm-server/api/vl/osquery/live_query" verb => "POST" head-
ers => { "Authorization" => "Bearer
S{FLEET_API_TOKEN}" } body => '{ "query": "SELECT name, pid, parent, path FROM
processes WHERE start_time >

(strftime(\'%s\', \'now\') - 60);", "targets": ["%{attacker_ip}"] }' } }}

6.2 Volatility for Memory Analysis

For Level 3 incidents where sophisticated malware (like Triton) is suspected of inject-
ing code into memory to evade disk detection [1], we utilize GRR Rapid Response to
deploy a memory acquisition module. The captured memory image is then analyzed
offline using Volatility 3. We developed a custom Volatility plugin specifically for our
environment to scan for unlinked lists in the kernel that correspond to hidden network
connections, a common rootkit technique

6.3 Security Hardening of the Framework

A critical consideration in designing any security tool is ensuring it does not become a
vector for attack itself [4]. The “Living off the Land” (LotL) concept applies to security
tools as much as system utilities. If an adversary compromises the FleetDM server, they
could essentially push malicious OSQuery configurations to every HMI in the plant,
turning our sensors into a botnet.

To mitigate this, we implemented strict mutual TLS (mTLS) for all agent communica-
tions. Each OSQuery agent is provisioned with a unique client certificate signed by an
offline internal CA. The FleetDM server rejects any connection without a valid certifi-
cate. Furthermore, the API keys used by the Forensic Governor are rotated daily using
HashiCorp Vault. We also employed “canary” tokens within the framework itself—
fake configuration files that, if accessed, trigger an immediate State 2 escalation. This
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approach ensures that any reconnaissance attempt against our security infrastructure is
detected early.

7. Experimental Testbed and Methodology

To validate AFRF, we constructed a physical-virtual hybrid testbed representing a typ-
ical electrical substation. We avoided purely virtual simulations because they often fail
to replicate the timing quirks and hardware limitations of real ICS equipment.

7.1 Testbed Composition
The physical layer consisted of:
1x Schneider Electric Modicon M241 PLC (controlling a stepper motor)
1x Siemens S7-1200 PLC (monitoring temperature sensors)
1x Physical HMI workstation (Windows 10 IoT Enterprise) running Wonderware
1x Engineering Workstation (Windows 7 SP1) running TIA Portal

7.2 Attack Scenarios

We simulated three distinct attack vectors using the Kali Linux distribution, executed
by a Red Team member unaware of the specific forensic triggers we had configured.

1. Reconnaissance Scan: An aggressive Nmap scan targeting Modbus ports
(502) and S7comm (102) to map the register layout. This represents the initial
phase of any intrusion.

2. Command Injection: Using the Metasploit Modbus Client module to send
“Force Coil” commands to the PLC, attempting to open a breaker. This sim-
ulates a sabotage attempt.

3. Ransomware Simulation: Executing a custom python script on the HMI
that mimics WannaCry behavior (encrypting files with specific extensions
and scanning SMB ports) to test endpoint detection and response.

4. Firmware Tampering: Attempting to upload a modified firmware logic
block to the S7-1200 via the Engineering Workstation, simulating a supply-
chain or insider attack.

8. Results and Performance Analysis
We compared the performance of our Adaptive Framework (AFRF) against a “Tradi-
tional” static logging approach. In the Traditional approach, we enabled Full PCAP on
the sensor and detailed Windows Auditing (Process Creation, File Access) on the HMI.

8.1 Storage Efficiency
One of the critical constraints in SCADA is storage. The Traditional approach gener-
ated massive amounts of data, filling our S00GB buffer in less than 48 hours of normal
operation. The Modbus polls alone—occurring every 500ms—generated gigabytes of
redundant PCAP data. The AFRF, by selectively enabling high-fidelity logging only
during the simulated attacks, drastically extended retention capacity.
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Metric Traditional AFRF (Adaptive) Reduction
(Static)

Network Logs 42.5 GB 1.8 GB 95.7%
(PCAP/Zeek)

Endpoint Logs 850 MB 120 MB 85.8%
(Event
Viewer/OS-
Query)

Total Storage 43.35GB 1.92 GB 95.5%
Used

8.2 CPU Impact on Critical Nodes
The impact on the HMI is crucial. Heavy antivirus or logging agents can cause screen
freeze, blinding operators to critical alarms. We measured the average CPU load impact
of the agents during baseline and attack scenarios.

Agent State Traditional OSQuery (AFRF — OSQuery

Agent (e.g., Sys-State 0) (AFRF — State
mon Full) 2)

Idle CPU Load 4-6% <0.5% 1-2%

Peak Load 25-30% 2% 12%

(during scan)

The data shows that even in the “Incident” state (State 2), our optimized OSQuery con-
figuration consumes less than half the resources of a standard always-on monitoring
agent. This ensures that operator visibility is never compromised, even during an active
investigation.

8.3 Detection and Response Latency

Perhaps the most significant finding was the reduction in “Time to Visibility.” In the
Traditional model, analysts had to manually download PCAPs, open them in
Wireshark, filter by time, and then RDP into the HMI to check logs. This process was
cumbersome and slow. For the Command Injection scenario, the Traditional method
required an average of 14 minutes for an analyst to confirm the source IP and the spe-
cific register affected. The AFRF system automatically enriched the alert with the Zeek
connection log and the active process list from the source host within 35 seconds.

Table 6. Mean Time to Visibility (MTTV) Comparison

Attack Scenario  Traditional AFRF Automated Speed Im-
Manual AnalysisCorrelation provement




Reconnaissance 8 mins 30 sec 12 seconds 42x

Scan

Modbus Com- 14 mins 15 35 seconds 24x
mand Injection  sec

Ransomware 22 mins 45 55 seconds 25x
Activity sec

Attack Scenario  Traditional AFRF Automated Speed Im-
Manual AnalysisCorrelation provement

9 Discussion and Limitations

While the AFRF demonstrates significant efficiency gains, it is not without limitations.
The reliance on predefined triggers for state escalation means that novel “zero-day”
attacks that do not trigger an anomaly signature might go unnoticed in the low-fidelity
state. This is the classic trade-off between sensitivity and specificity. To mitigate this,
the “Normal” state baseline must be rigorously tuned using machine learning models
over a long learning period. We observed that setting the threshold too low resulted in
“alert fatigue,” causing the Governor to flip into High Fidelity mode too often, negating
the storage savings. Additionally, encrypted traffic within the ICS network (e.g., Mod-
bus over TLS) blinds the passive Zeek sensors to payload content. While rare in legacy
systems, secure protocols are becoming more common in modern deployments. In such
cases, the framework relies heavily on the endpoint agent (OSQuery) to capture the
context before encryption occurs, shifting the weight of detection from network to host.

9.1 Real-World Deployment Considerations

Deploying AFRF in a live environment requires more than just technical installation; it
requires a cultural shift. The primary obstacle we foresee is the “IT vs. OT” divide. OT
engineers are naturally skeptical of any software agent running on their HMIs. Building
trust requires demonstrating the “watchdog” capabilities of OSQuery—showing them
that the agent will self-terminate if it consumes too much CPU. Furthermore, the inte-
gration with existing SOC workflows is critical. The AFRF should not be a standalone
dashboard but should feed into the organization’s primary SIEM (e.g., Splunk, Qradar)
to ensure holistic visibility.

From a budgetary perspective, the use of open-source tools drastically reduces the
upfront licensing costs, making this solution viable for smaller utilities. However, the
operational cost (OPEX) shifts to training. Analysts need to be proficient in reading
Zeek logs and writing OSQuery SQL commands, skills which are distinct from standard
SOC analyst training.
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9.2 Case Studies of Pilot Deployments

Case Study A: Regional Water Treatment Plant. We deployed a pilot version of
AFRF at a mid-sized water treatment facility. The primary challenge was the diversity
of PLCs (Rockwell, Siemens, and Modicon all on one network). The “Custom Modbus”
script initially generated excessive noise due to the polling behavior of a legacy
SCADA server. After tuning the Zeek scripts to ignore specific polling Ips, we achieved
a stable State 0 operation. During the pilot, the system successfully detected a contrac-
tor’s laptop that was infected with commodity malware when it was connected to the
OT network for maintenance, triggering a State 1 alert and allowing staff to isolate the
device before lateral movement occurred.

Conclusion and Future Work

This research presented the Adaptive Forensic and Response Framework (AFRF), a
cost-effective, open-source based architecture for securing critical infrastructure. By
moving away from “collect everything” to “collect what matters when it matters,”
we addressed the unique constraints of ICS environments. The integration of Zeek,
OSQuery, and automated orchestration provides a powerful feedback loop that en-
hances visibility while protecting system availability.

Our experimental results confirm that smart, adaptive tooling can outperform brute-
force logging strategies in terms of efficiency and response speed. The “Forensic
Governor” logic proved to be a robust mechanism for managing system resources
under duress. Future work will focus on integrating “Explainable AI” (XAI) to help
operators understand why the system chose to escalate a threat level. We are also
exploring the development of lightweight agents for real-time operating systems
(RTOS) used directly on PLCs, extending visibility to Level 1 devices.
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